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Dear Marlene,

This email summarizes our key takeaways from the oral argument today in the NSO appeal (which is available here:
https://youtu.be/OPzBaM2w4EM?t=4176). Please feel free to share this summary with your team as appropriate.

Overall, the judges were prepared and engaged, and the advocates for both sides performed well. One judge (Hunsaker)
seemed very skeptical about—even hostile to—NSQ’s position. The other two judges seemed more sympathetic to points
made by each side, asking probing questions to lawyers for NSO and Facebook. NSO needs to get both votes to prevail,
and that seems to be a low probability (maybe 20%). Most likely, the panel will try to avoid a bright-line legal ruling and
perhaps give the district court more instructions on how to consider the immunity issue further on remand. The panel
also might solicit input from the US State Department, or invite the district court to do the same.

The Government of Israel played a less prominent role in the discussion than expected. One judge asked NSO if it had any
customers besides “the State of Israel and other sovereigns” (paraphrasing). NSO did not highlight Israel’s regulatory role
and did not mention Israel during extensive discussions about a Suggestion of Immunity. All discussion about NSO’s
sovereign customers remained abstract. This was a welcome and unexpected surprise.

NSOQO’s Argument

e Judge Murguia asked why no one had requested an SOI from the State Department. NSO sidestepped the issue by
replying that there was nothing in the record about communications with the State Department, and that when
the State Department does not weigh in (for whatever reason), the court should apply well-established immunity
principles.

e Judge Murguia and Judge Hunsaker both asked how NSO could argue that the State Department has a “policy” of
recognizing immunity for private foreign corporations, given that the State Department has never actually
recognized immunity in that context. NSO replied that the framework for common-law immunity is well-
established, and Facebook is seeking an “end-run” around that framework by suing a private corporation working
for a sovereign rather than the sovereign itself. NSO analogized the situation to a party suing a corporation that
manufactures bullets for the US military instead of suing the US military itself.

e Judge Hunsaker called NSQ’s position “remarkable” and unprecedented. She found it hard to believe that if foreign
corporate agent immunity existed, it would not have arisen before now. NSO replied that the Butters case from the
Fourth Circuit is a relevant precedent, as is Moriah (the BOC case).

e Judge Murguia noted that the United States had issued an SOl in Dogan v. Barak, which would seem to make
Dogan distinguishable. NSO responded that the court in Dogan implied that it would have reached the same
conclusion on immunity even absent an SOI. (Notably, Judge Murguia was on the panel in Dogan, so her
interpretation of the decision will carry significant weight with her other panelists.)

¢ Judge Murguia then asked what role, if any, Restatement section 66(f) should play in the court’s analysis. (Recall
that section 66 is the source for some courts requiring a judgment to “run against the state” in order to invoke
official-acts immunity.) NSO dodged on this question a little, simply asking the court to apply section 66 “as you did
in Dogan” -- which is a nice way of saying “not at all.”

e Judge Nelson asked whether NSO had clients other than foreign sovereigns and what role, if any, NSO’s own
activities give rise to Facebook’s claims. NSO explained that all of its clients are sovereigns. NSO emphasized that its
CEO had submitted a declaration making clear that NSO does not operate Pegasus itself. NSO merely sets up the
software and provides ongoing support for updates and bug fixes. Facebook’s alleged injury comes solely from
foreign states’ “use” of Pegasus. That’s why, even if NSO acted independently in some respects, the conduct at
issue in this lawsuit (the “use” of Pegasus) was all sovereign conduct.

Facebook’s Argument
e Facebook’s lawyer started aggressively, emphasizing that no court has ever recognized the exact form of immunity
NSO seeks. He characterized NSO’s position as a “radical” expansion of existing immunity doctrine. Despite
Facebook leaning heavily on the distinction between natural persons and corporate actors, the Court didn’t seem
terribly interested in that difference.
e Judge Nelson asked whether the panel could look to cases where courts held that US contractors enjoyed
derivative sovereign immunity. Facebook responded that domestic sovereign immunity is different than foreign
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sovereign immunity: foreign sovereign immunity rests on comity, whereas domestic immunity involves separation
of powers and a statutory framework. Facebook highlighted that NSO has been “entirely opaque” on the identity of
its foreign clients, and no foreign sovereign has made an SOI request. (The implicit point here is that it would be
unclear “whose immunity” is even at stake. Without knowing the countries, the court couldn’t possibly decide
whether comity is advanced by granting immunity.) Indeed, Facebook stated that NSO was not, in fact, claiming
immunity belonging to the State of Israel.

e When Judge Nelson pushed on the exclusively sovereign nature of NSO’s clients, Facebook responded that there’s
been no discovery, and that point is not undisputed.

e Judge Murguia asked Facebook to clarify when, exactly, it believes that its servers were unlawfully
accessed. Facebook responded that the unlawful access occurred both while NSO was testing Pegasus and while
foreign sovereigns were using Pegasus. Facebook used this opportunity to reiterate that Facebook disputes that
NSO was, at all relevant times, acting in an official capacity. Facebook stated that it requested jurisdictional
discovery on this point.

e Judge Murguia repeated her question about the role of Restatement section 66, expanding that the US
Government has recently criticized courts’ reliance on that provision. Facebook likewise backed away from Section
66, arguing instead that NSO bears the burden to establish its entitlement to immunity, and NSO has failed to do so
based on any established principle.

e Judge Hunsaker weighed in at the end only to repeat Facebook’s argument that the Court might lack jurisdiction
over NSQO'’s interlocutory appeal. It was a softball, but no other judges seemed interested.

NSQ’s Rebuttal

e Judge Nelson asked whether NSO could be held liable for actions that it undertook independently of its clients, and
whether this issue should be developed through discovery. NSO responded that Facebook’s alleged injury arises
solely from the actions of foreign sovereigns. NSO also noted that Facebook has yet to ask for discovery (apart from
a single throwaway line in a brief), and that it is well-established that foreign sovereign immunity is effectively lost
if a case is allowed to proceed to discovery.

¢ In his summation, NSO’s lawyer played the reciprocity card. He emphasized that if this case is allowed to proceed,
“the shoe could [eventually] be on the other foot.” The United States works with many technology companies to
conduct national security operations, and if a plaintiff could sue the technology company instead of the US
government for acts arising out of official operations, then there would be an obvious end-run around the United
States’ sovereign immunity. Judge Hunsaker said that she appreciated the point, but shouldn’t the court solicit
input from the State Department before deciding such weighty issues with reciprocal implications? That question,
which seemed to sum up the sentiment of the panel, lingered as the presiding judge thanked the parties for their
presentations in this “significant matter.”

We would be happy to discuss if you have any questions.

Best,
Reeves

Reeves Anderson (he/him/his)
Partner, Arnold & Porter
1144 Fifteenth St., #3100
Denver, CO 80202-2569
303.863.2325 (o) | vCard

This communication may contain information that is legally privileged, confidential or exempt from disclosure. If you are not the intended recipient, please note that
any dissemination, distribution, or copying of this communication is strictly prohibited. Anyone who receives this message in error should notify the sender
immediately by telephone or by return e-mail and delete it from his or her computer.

For more information about Arnold & Porter, click here:
http://www.arnoldporter.com
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