NPPNY DY DNHNNNA 2D MOWAY NPNIITI NMINID) DV YT DRN PITAY NYPIA TNl
172N DY DXNIWA KXY NIN TYURD DY MPONND 7N L, (7AMINIKINY 1 1ONY) NPIONP N
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MIMN YN 1N NPIIOON MMNIOIN DY YTNN D NNINN DY NDDINND NN1NA YD PON)
M PIN TIY .NPDIYI NINADI DY YTNRN THYN DY MNDN DX NN XD MOVMDIT MPONND
DYT2IWNVY 1DINN I NYRIN NON NDONT? DY DY DINDY DINIVN DY YNRN NN PIND 1NN
IO NYN NDN IDINY DINAPI MWNI DY DOV ,0NDY DNNIN MY DYND ,7PNPIDIND 19
MIINNN MYY ,7PNPIIOND DXTIYN MINNDDID ,NIINNT MNY HWND 19NN MTIN NONT
NN 9D NOVN YN MY YTI NI AVNNYN NIANNY NOXRT IO PWOVUN NON .INYTI
(11217 MIVN NPXD DNININ NYI) MNP OIRY PNXITPY” 191D NIANN ,DWND .imINda
NN VIV NN (DXNIVA WIDWN PPN RTTHY) DTN DIPDI MIINNN MYV N
INNN 1IN NON YNIN PAY NYLY PRI PVAVN DID DMP YD NPN MOYON NPNIIY ,MMNIDA
NPHODON MMNSDIN WY DY DINN) TIDYN INNY YPNRN PIY NWWOVN TN VMDY T THON

AN WHN P N1HaNN YT DY MISPIYYaNa

P2 ,7OVNYN TN NIWN NY PRY NN PNIDA I21TH D DNOYN NNPITA I1OND VNV 19D
NYNPNRN NTEYN .DINVY 190N MY MY RYNA MNIND-AN LIYNL DXITONN INKD AN
72N SY NIV DY MPN) DY YPHRN ORD NORYD NIVNN TR 7IPIINY INNN NIV 1D NN
TONOTN NP0 NI WIW 29 HY X .M N1D1I0 MPNI DY PIINY D¥DNDH INNN MVID
YTNIN PAY PNWVY FVIYN DIDA DMP NVNIIWND ,TPDMOW NPNY NI 1T NYRYD NIVNN MDY

MPRIN IN NINGDIN DYV NOID MVINN NIANNY DIVH NI NMPONNI NN

792 MVIN NIANN DY DIDNY NRINN NIDINA NNMPN NN NN POPND DIWNN NNT TN
PN XN IINIMN PONY PRY ,NPIN0NP IN TPOUMDTN NMNNID THOY YNN ,PI0 10N Wnd
DOONY 9272 MNINY 33 PYD) 1961 — DMVMYT DXONY 12T NP TIINY 24 PYD Y

1963 — DM»ONP

PN PVMOAPT VLIVNY NPONNN NTNVY NN D) DIAPY M’ IWN 72D DD NIDNY 13D DN
DY XYPNND XM 1D 10D .0MIYT DMPN ONY D191 DRN DI NN NIND TIVNI LOYN
.DMPMPNN 0T N2 NPLINDT YN INRND TN NMTNI OMMIPN PT I3 I TIVN

: 019 oY

AMNNY ONY) (22,749 N7D) 1961 — DMVMYT DION? I2TA NP NIND T PN ONIWY .1

YIND D92 MV I MINN .TADN MPTNI 189-1 27NN TXY ,(7DV1MY9T ©YON? 9212

AN TPNINNM PVMIDTN NNSYNRT MNPONY NPMDTDY MPTH P2 O1OVMDIT DXONYD
DO MNINDI VIV NN

(19990 P 0N 9293 NINNRAY : 1YND) 1963 — DMINONP DION> 12T MNND 22PN .2
AN0NPN NNWNN NMINONM NIDT NN MNTN P2 DIN0NPN DXONN NN NP TON



LAVN NNNND PNMIRNND NI TN T NY T DPNX ONIY NN T 1PN 27NINY Tva
DN ININD-PA

PP NNIXN DY DINDNM JPIIND 1D YAIP DOVMYT DXON> 12T MINNY 24 PYD
1. 17PYW DIPN 5521 NY 951 NY)I9N DNOINND

MNNN DY NIV NINONDY D YNIP D1VMIDT DION I2T2 MINND (2)27 PYD )0 MD
PPTPONDY MPNID NYINT NINON DD NNIYHYN NNV NINON .NYI92 NNON PN

DY5P0NM JPIINN NY NNY THYN Y2IP DMINDNP DXON> 1272 MNND 33 PYo N1
:TPOYONP DY

The consular archives and documents shall be inviolable at all times and

wherever they may be.

PPYDA NANT NN TN TR DOVMTT DION? 2T MNNA TTNN N P)PIINY NN
: DMINDNP DYON 7272 NN k (1)1

“consular archives’ includes all the papers, documents, correspondence, books,
films, tapes and registers of the consular post, together with the ciphers and
codes, the card-indexes and any article of furniture intended for their protection

or safe keeping.

7NN 7IPOINY NNNN DY NN DMIDIONP DION? 9272 MNNA NANIN NITHIND ,NPPVPINA
1 DYumbvH»T DYONY 11T

D097 NYN2AY 2014 120N TY 10 OPN ,69/121 OMIND DY NOYHDON NISYN NVINN ,)D D
PN NPINONPY NPLMYT NMPXY DY MMV PNV ,NINN NIWNY MY
Resolution 697121 on the consideration of effective measures to enhance the)
protection, security and safety of diplomatic and consular missions and

SMINVY NN DIINDNI 1NPIIN PPINND MDD MNP ¥ NN representatives)

Noting the diplomatic and consular missions may maintain archives and
documents in various forms, that official correspondence may take a variety of
forms and that diplomatic and consular missions may use a variety of means of

communication.

DY0N 1272 MNNI MPIINY HY NITHINN NNN D99 DINIVY 2D NN ,DOY INNND DONNNI
™MNID NINNY NN TIY DXADN PPN .DMINDNP DXON 1272 MNN DIVNMDIT

! Eileen Denza, Diplomatic Law: Commentary on the Vienna Convention on Diplomatic Relations
(4th. Ed.) (2016), p.160; Restat 3d of the Foreign Relations Law of the U.S., § 466, Comment e.
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DINNA OV DN OXTMDN PYPNP YN OO0 PID DY NNTHIY ,OWNY T .TONSPNN
D»INDNP DXON? 1272 MNRY (K)1 PYO NYD >D D902 DXAMD DN .NPINDNPN NPONN
Luke T Lee and John Quigley, ) »M0PYN 19182 YONMND ¥R 51995 »15 7T Nand

:(392 my ,Consular Law and Practices (3rd Ed.) (2008)

VCCR Art.1(k) was drafted before the era of electronically stored data, but its
terms are sufficiently broad to include such data. The Italy-Argentina
Convention on Consular Functions of 1987 (Art. 24(b) gives a definition of
rconsular archives’ that tracks VCCR Art.1(k), but which adds the phrase
'including data inserted in electronic’. By using the term 'including’, rather than
simply adding a phrase about electronically stored data, the 1987 Convention
strongly suggests the understanding of Italy and Argentina that VCCR Art.1(k)

covers electronically stored data.

NMYONN DINNA OO NN NTIDNN ,NNT POAX DY NTHYN NINY ;)2 D .10
NPIITIN NONX MLV 551D 7D¥INDNM) JPIIRY NNIN YD NI9DA NAMD NMIT . TPVMDDTN
2 (DONIVY HY DY NINT DXNND TWINY NINT) MWD XIND DINSNDIY DXIVND 1ND

It therefore remains possible to maintain that the words ‘wherever that may be’
in Article 24 must be construed to include cyberspace as well as computer
storage facilities outside the receiving State if the protection of confidentiality
required by Article 24 is to be effective under modern methods of recording and
transmitting information. It seems clear that this is required in order to give

proper effect to Article 24 as was intended by the original Parties.

DY DNDN PIIN INNN OXNIY DY JONMIRNDD YTRN ,NT DV DNTIYD ,NNINRD NIND .11

N2W UMM 19IN YN M0 NONMNN XD NTY INND DY DPON DN MPNIN

NIND PNV DY XY VI NN YTFD 9NN RIN TWRD MDD PON YHRN ONN NONRYN
.(DPI20NPN IN) VMDY TN MY

AT NORYY TOYHRWNR-TN NIWN PR D DD DPOIMDT TPNOTN NPPDA NIIWY NPPTANN .12

TND 92 YT TWYND D YAPI N2 NPIDAY NNTIPN NNKDA 80-1 MIYW YNNNND NNONT W T .13
Shearson) Shearson Lehman ya .1ovm>aT m»onn N3N XD 910 NN YWY
Lehman Brothers Inc v Maclaine Watson & Co Ltd and International Tin Council
NOMP MIAPYL MINY NN MI9N YD NoRY NndY (((Intervener) (No. 2): HL 1988
DIMIN 1SNY DWIIND WP PYNIN NNONI 1985 NIV TPNINDIAN NN NNYIN
DY MPONY NNT MPONN NN NPV NPIPN 29DV NN NXYIN DY DNPIINI ONPNRY
the like inviolability of official archives as was ) PVMST MPX) HY DNPIIN HY
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T°9N2 N2YNN Nan nsym .(raccorded in respect of those of a diplomatic mission
.0AWNN NYY NWIN 9N DXPDN NN DIINDHY ML

AT NIV T DY OOV TND MDND NNAWNNY DXINDN IN DXANIN D YaP DX TNON N2
2 308NN JPIIND PN DY MPONN NN DITAND T2 NNYIND Ty DIINY DN
SY IMMON DY PND YT YATIV NNY 92¥0 MNONN I NN NIND PR D PI0N D100
RN NN T MPON DY HWOY T8 MYINT D¥DNDN N2 NYNIN ) MIT NN

45700 PNMYI

R (on the application of Bancoult No. 3) v Secretary of State for) Bancoult yya
NNy NWNIN (Foreign and Commonwealth Aftairs (2018] UKSC 3, 8 February 2018
DNN'Y IND DY DYDY IWNR VAN NYWNRND YT-DY DDNAY NN M3 MIN IN T
NPRPINK NPIWI OV PN 1NND OIMYN VPO TONN NINDNA OND NN WTNND 2W»D
V01 MY I8N NOVNY NN INIDA YD MYV NNYPNI DOND) DPIDPIMN NYINL 97TV
OV YOMYO TN PN NN PNND 1NN KD D MYV NPVIAN NOVNRND ,THIN D10 NND

.DMVMLT OION? 12T MNNRD (2)27-) 24 DXOYD DY NN NNNY XTI DT P

MPONN , NP PON NN HY IPIINNY Y9 DY N YD ¥aPp >VXIAN POYN VIVNN N2
DN YPIIND PON INYINID IN NNNY THDNN DY ,TPURY .OONIN NIYI NN NYNON
IN NPNID DO IRTIVNY YT TY 90N NOMY NANT N NIINA INOY PIdDNY NON 1Y)

PTN POAS 20 PYD) TRONN DY NYI9N MION

MPNVYN INDYI DIPIANNY TOD TISPITIN PR D ¥aP LAVNN N2, NYRIN ININY DN
)9 199 INK NN IN DDT PNOIPYN T70NNDN INNIN IRIIN DI XOX NNV 2/0IN
M2 ¥ YD NS NNV 27NN MPNYY MDSPITIN INON KD YD POIN LOVYNN N2
L7200 NOWI JONR MADN MMV IR 770NN YT DY PINN DY NNINN DY) Wi wn Yy
IIND PON TN XD PIAN D YAP VIYNN N2 ,)DY . T292 PTID?I PIANT NN NIND NON
2IVN ONIND DN L(PTN POAD 20 PYD) ININ NYND 1N NTINDA TIRPIINND MPNYN

3 "Accordingly | have no difficulty, in the light of the concessions to which | have referred, in
concluding that a document in categories 2(a) or (b) of the assumed facts, sc. a document

.14

communicated to a third party by an officer or employee of the I.T.C. with actual authority, express or

implied, or with ostensible authority, no longer belongs to the 1.T.C. and hence no longer enjoys
inviolability as part of the official archives (Lord Bridge)." Shearson Inc. v. Maclaine Ltd. (No. 2)
(H.L.(E.), 1988. [1988] 1 W.L.R. 16, 28.

41d, 30. "It is one thing for the courts to decline jurisdiction to adjudicate upon a claim by a plaintiff to

recover from a defendant H property to which a foreign sovereign asserts a title which he is able to
support by prima facie evidence. It would be an entirely different thing for the court to decline

jurisdiction to adjudicate on a claim by a foreign sovereign or any other organisation entitled to invoke

the inviolability of diplomatic documents to prevent the court from receiving otherwise relevant and
available evidence in proceedings to which the sovereign is not a party."



IN MDD IMPON NN TR PIAND ,PIPYA PIINN DY IMDI APY 1D Yyap LaVNN N1
PTN PO 21 PYD) NYN)D

19N NNNN JO¥ — DNPIINN DIPMD XYW (Sumption) 11X9MO VYN PNIAN NTIN NYTA .15
N2IN NXIN THONN 19N X9 — (“retrievable electronic files™) D»NIVPYN OINAP DY D)
YWIN DY DNLYYI DINNN) DNPIIND OX NN IRV .NVOYN 1NN NION SOIMNMDIN
9" NVMVN (PTN PO 68 YD) NITNN DY MINN NIV DY JNVIDV TN, MNNIN
MPNIN NYVLNY MONN NN DIVID TS NIN D NDIN DYDY N2NY NaVNN (Hale)
PT POAY 127 YD) I TIDD NNPDA YT PRYD [, NAINONN NN DY

TS O DPIMNY NMVMDIT MPXI HY OIINDNM DNIVIIND THYN MND 2002 MVA .16

US House of) mn5wnn nnmon RUNI TORPINND DINN NIV NNYY WOy

D712 NYVN NPPN NNEN2 (Representatives Committee on Government Reform
JPTIVON 29Y DY 27NN DY N1 MNTIIR MDYa

NNININ DN NTYY .NIDVND NOMY NNMON NTIVON 29Y MPNY D YOI PYN ININI
YONY MXYY IN DOVDNYI WNIVYY NPRPINDN MIIN VIYWN DIINDN NYPID DMNINN
YOHY TXY 190NV D¥DNDNN N MAINONN 2D NTHYA NOVPI NTYND .VNYN DY NN
NN 59 T TN NNV NPTNHN DY INK TPINA IN PVMDDTI NINXI 92N IONRY
NTHY DX NYP2 DXIN2IN NTYY .NINXIN MINDNI NPIIND PON INNN N 1O Dapnn
Y2)D NXINI NTNRY NY PR YD NDWN T/HNN RV (T70N0)3) TIRPIIINRD NPTHN NPONND

322 MOUMDHTN MNNN DY NNDIN MIVIN

DY 97IN2 NIVPNN 27DIN NOVNN 5D ANI2 NTHRYN DN NI T/0NN ,ININD TID
MIYL T7HNN DMIPN 90N 7D NOY MNPXIA DINNDH DITPON NDMNY D»NIPN DININ
DYON> 272 MNNRN 2 DY MPIIN' YN INNK DMMPHRN DIXNNRN YTV YN 1D
DT DNYIAP DY NIVPNN NN 2D T/HNN NN SUND T .NYI9N PON TI) DOVMIDIT
Y99 PON DNYAPY DMV YN I NYVY NNIN XX MIT MPTHI NNV NI
957 5Y NIPN IMNA TN DX PN Shearson Lehman nwa9a /12 719 ) PIis Ty
1OV MY NIIMIY NIPNRNLIIDI) 191D DN3N IN MY DY) 1IN DY, AN INDN W WP

5. (MMNYN SV PP NN NPVIN NIAND

N92M MNVONRN NYITIN TIVN PT-DY GMYNI TIVIY NNITI KINNDD 1) ImYT Ny .17
M PN AT .MV DY ORIV YT DY PNININ DI 5y 2015 MWVN VNP
MYV NONRD 5510, 11T NONX MLV DY 5N DIXVMZT DIXON? 12T MNND 24 PYO
PXIN SVIYN DIV OMP 2D PINN NPYTN 1D 1D .MV SNVLYY NINK D1NIVNI DINNI
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DXPIN DN IYND D) ,NYI9N DMDN NOPVMVIT MNKIY DINYPN DINMN 1D NV
SOWIOY TN DY DY POD T DY

TRON N TITHN — 210 NNMDS DIYIN ININDIIN VAVNIN DY PORYL TITNH YN ,q0N2
SV NYNAN MPDNN D 1120 — NPAMYI NT IYPNL YPOIRY MYIAPN POM 29NN S0IWN
D7RYT NIV 1N ,1PVIY I210 MHAYNI JONIRD IMND OX NON DPVMDITN ONPIIND
70N XY NON IRY IINNY NIMNODNHD NNDIVN NP THNY 935,110 Y HNYN IN M9

7.N20N2 YWDV TND IMN
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§.9N NPNY TIX NINNY DIVN , 0 IN0NP
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¢ ‘Implementation of the Virtual Data Embassy Solution’. Summary Report of the Research Project on

Public Cloud Usage for Government, Conducted by Estonian Ministry of Economic Affairs and
Communications and Microsoft Corporation’, p.14 at

<https://www.mkm.ee/sites/default/files/implementation_of the virtual data_embassy_solution_summ

ary_report.pdf>.

" TALLinn Manual on International Law Applicable to Cyber Warfare (Michael N. Schmitt ed., 2017),

p. 221.
8 Ewald v. Royal Norwegian Embassy, 2013 U.S.Dist.LEXIS 164828, p. 4-5.
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